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1. Definitions
Software	In this policy, the term ‘software’ includes software applications used on laptop or desktop computers and mobile devices such as tablets and smartphones. It also includes software applications or services purchased, accessed and used over the internet (including SaaS, cloud based or online hosted), zero purchase price (free) products and software supplied with hardware. 
Operating Environment	The computer operating system, hardware requirements and other software required to deliver the effective and safe use of software

2. Introduction
[bookmark: _Toc6999438]Purpose
This document sets out the University’s policy on the management of software across the full lifecycle from acquisition to retirement and all stages of management within.
Scope
This policy covers all software provided by the University, any software used by University employees and students for University business, and software which contains or controls access to University data. 


3. Policy
3.1 	All software must be purchased through the IT Services department to ensure the institutional inventory of software is appropriately maintained.
3.2	All software used by the University must be recorded by IT Services for Software Asset Management purposes. This will ensure that all software purchased and used by the University supports the following principles:
· The University is managing its software environment effectively to deliver its strategic and operational objectives.
· The University has a legal right and license to use all the software it has in operation.
· The University’s software suppliers are contractually obliged to maintain and patch any security issues with software the University has in operation.
· The University is not over or under-provisioning software and ensures value for money by utilising fully the software it already owns and avoids duplication.
3.3 	All software provided by the University should be used within an operating environment that is recommended by the vendor and IT Services.
3.4 	All software and licenses purchased by the University shall be deemed to be University property and subject to the University’s Financial Regulations.
3.5 	All Software used by the University must be cyber secure, this will be determined by the University’s cyber security team through assessments at procurement and during significant upgrades. If any software is considered a major security threat the University reserves the right to immediately limit or suspend the use of unsafe software, this may include blocking or removing software or access to software.
3.6 	All software provided by the University must be lifecycle managed to ensure the University’s software environment continues to be fit for purpose and benefits from new software releases and development in a timely manner.
3.7 	All software created by the University’s employees as part of their contract of employment shall be deemed to be University property.
3.8 	Access to University-owned or licensed software and applications will be permitted or restricted according to the terms and conditions of use of the software and the data it will be used to access, according to the University’s Data Protection Policy.
3.9 	Where access to University-owned or licensed software and applications is permitted for personally managed devices and infrastructure, employees or students are responsible for following the University’s Data Protection and Cyber Security Policies and managing personally owned devices and access to University Data accordingly.
3.10	All software will be managed using standard software lifecycle management procedures:
· Requirement assessment
· Product review and selection
· Approval and Acquisition
· Deployment and Training
· Maintenance and Support
· End of life and decommissioning
3.11 	All software will be subject to independent periodic review to assess strategic alignment with University objectives, technical alignment and value for money.
3.12	All software requests, reviews, selection and acquisitions will be managed by IT Services to ensure that this policy is enacted consistently. 
3.13 	Any software procured will be subject to both a Data Privacy Impact Assessment (DPIA) and Cyber Security Risk Assessment during the procurement process and renewal of contracts. 
3.14	Where departments outside of IT share management of a service, they must configure and use the service in compliance with this policy and the cyber security policy and associated standards.   This will be subject to periodic audit and validation by IT Services to ensure corporate compliance with IT best practices. 
3.15 	Any requests for the whitelisting of non-standard software must be provided to the Director of IT Services who will ensure that a data protection and cyber security review is undertaken before approving such request. 
3.16	Any requests for whitelisting – once approved by the Director of IT Services – will go via the IT Change Management process to ensure that appropriate testing, documentation, ownership and support are in place. 

4. Formal Guidance
IT Services apply this policy in day-to-day operation using supporting Formal Guidance documents. This document suite is not detailed within the Information Management Policy Framework due to the level of detail and the need for ongoing management.  These documents are provided on the Staff and Student Zones and can be made available to staff and students on request.

5. Freedom of Speech and Academic Freedom
London Metropolitan University recognises the paramount importance of Freedom of Speech and Academic Freedom. The University acknowledges their vital role in fostering a culture of vigorous and open debate within the law while being mindful of the University’s values as stated in its Strategy. While these freedoms encompass even unpopular or challenging ideas, they do not extend to violence, threats, intimidation, or discriminatory speech. We champion honest dialogue, respectful engagement with diverse viewpoints, and responsible expression within a safe and inclusive community. Our detailed Freedom of Speech Code of Practice provides further guidance on upholding these principles. In the event of a conflict between the contents of this policy and the Freedom of Speech Code of Practice, the provisions of the Freedom of Speech Code of Practice will prevail.

6. Breach of Policy
Infringing these regulations may result in sanctions under the University’s staff disciplinary processes or general student regulations.
Information about infringement may be passed to appropriate law enforcement agencies, and any other organisations whose regulations you have breached.
London Metropolitan University reserves the right to recover from you any costs incurred as a result of your infringement.
You must inform IT Services if you become aware of any infringement of these regulations.
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