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1. Introduction

Purpose
This document sets out the University’s policy on IT equipment and establishes principles for acquisition, provision of, use of, and disposal of IT equipment.

Scope
This policy covers all IT equipment purchased by the University for use by staff and students. This includes all end user equipment (for example: desktop computers, laptops, tablets and mobile phones) where they are provided by the University. It excludes personally owned IT equipment, and underpinning IT infrastructure

2. Policy

2.1. IT equipment purchased by the University remains the property of the University for its lifetime. Access to IT equipment by staff and students is subject to all relevant policies (including the Acceptable Use Policy).

2.2. Students will be provided access to IT equipment in IT labs, open access IT areas and through the provision of IT loan equipment. 

2.3. All staff will be provided with access to an IT device to carry out their role. For the majority of employees this will be a dedicated laptop. 

2.4. Where exceptions are requested to clauses 2.3 and 2.4 these will be reviewed and enacted by the Director of IT Services, considering the need, manageability of the devices, the costs occurred and any other risks. 

2.5. Mobile phone provision must be requested via IT Services.  Decisions on such requirements are governed by the Director of IT Services. 

2.6. All hardware is issued for the person it is assigned to.  Any swapping of device must be done by informing and reaching agreement with IT Services.

2.7. All IT equipment must be purchased through IT Services using the University’s approved suppliers and follow the University’s procurement policies by staff authorised to do so by the Director of IT Services. 

2.8. All IT equipment must be centrally managed by the University and comply fully with the University’s Software and Cyber Security Policies.

2.9. The University will review the condition of IT equipment on a regular basis to ensure it remains fit for purpose, achieves maximum value for money and continues to meet the University’s performance requirements.  Replacement of devices will be based on this review. 

2.10. Where IT equipment is shared access such as in IT labs and general access areas it must be physically secured to prevent theft. Where staff are using personal IT equipment, they must always ensure its physical security.

2.11. You must not damage any IT equipment, and any damage discovered should be reported to IT Services immediately.

2.12. IT equipment must not be retained by (or sold to) staff or students should they leave the University or if the device reaches end-of-life. This is for reasons of information security, software licence compliance and compliance with regulations on the disposal of electronic equipment.

2.13. All IT equipment must be disposed of in accordance with the EU Waste Electrical and Electronic Equipment Directive (WEEE) regulations using the University's approved contractors. This activity will be managed by the Director of ITS.

2.14. All IT equipment must have all University data removed before it is disposed of, and where this is performed by a third-party, certificates of destruction must be provided by the third-party and retained by the University. This activity will be managed by the Head of Service Management on behalf of the Director of IT Services.

2.15. Access to IT equipment will be given using the principle of least privilege first, whereby staff, students and administrators will be authorised to access only the resources they need to perform the activities of their role.  Ownership and use of devices will be monitored to ensure cyber security and licence compliance responsibilities. 

2.16. In line with governance best practice the University will employ compliance monitoring for its assets to ensure that local firewall, disk encryption and anti-malware client software is operating and protecting the host.  These services will be enabled centrally.

2.17. Where breaches of policy lead to the proposed withdrawal equipment, the case should be escalated to the Director of IT Services who will consult with the Director of Human Resources and Dean or Director of the person affected. 
3. Procedures

Processes for requesting devices for new members of staff, for requesting replacements to devices and for the return of equipment when a member of staff leaves the University are detailed within Formal Guidance documents. 

4. Formal Guidance

IT Services apply this policy in day-to-day operation using supporting Formal Guidance documents. This document suite is not detailed within the Information Management Policy Framework due to the level of detail and the need for ongoing management.  These documents are provided on the Staff and Student Zones and can be made available to staff and students on request.

5. Freedom of Speech and Academic Freedom

London Metropolitan University recognizes the paramount importance of Freedom of Speech and Academic Freedom. The University acknowledges their vital role in fostering a culture of vigorous and open debate within the law while being mindful of the University’s values as stated in its Strategy. While these freedoms encompass even unpopular or challenging ideas, they do not extend to violence, threats, intimidation, or discriminatory speech. We champion honest dialogue, respectful engagement with diverse viewpoints, and responsible expression within a safe and inclusive community. Our detailed Freedom of Speech Code of Practice provides further guidance on upholding these principles. In the event of a conflict between the contents of this policy and the Freedom of Speech Code of Practice, the provisions of the Freedom of Speech Code of Practice will prevail.

6. Breach of Policy

Infringing these regulations may result in sanctions under the University’s staff disciplinary processes or general student regulations.
Information about infringement may be passed to appropriate law enforcement agencies, and any other organisations whose regulations you have breached.
London Metropolitan University reserves the right to recover from you any costs incurred as a result of your infringement.

You must inform IT Services if you become aware of any infringement of these regulations.
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