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Introduction and Aims
The University’s IT Security Policy provides that
“Only authorised University staff may access files and communications, including electronic mail files, stored on any IT facilities owned, managed or provided by the University and may examine the content of these files and any relevant traffic data.
The University may access files and communications for [various enumerated] reasons …” IT Security Policy v1.0 dated 14 June 2022, para 11.1 
This electronic data searches policy provides a consistent and compliant approach to the carrying out of searches of electronic data stored on any IT facilities owned, managed or provided by the University. 
Scope
This policy applies to all searches of electronic data stored on any IT facilities owned, managed or provided by the University, and in particular the use of the Microsoft Purview eDiscovery and Content search tools. 
Policy
Only staff in the following departments are authorised to search electronic data that they have not otherwise been authorised to access by the relevant Owner of the data location (e.g. email mailbox, OneDrive or SharePoint folder): ITS, Legal Services, Casework Office, and Human Resources. 
 As Microsoft Purview eDiscovery and Content search tools are restricted to eDiscovery Administrator (can see all eDiscovery cases) and eDiscovery Manager roles (can only see their eDiscovery cases), these roles shall be restricted to the following University staff:
eDiscovery administrator roles shall only be assigned to:
Head of Legal Services
Head of Student Casework
Director of Human Resources
Head of Cyber Security
Director of ITS
eDiscovery managers roles shall only be assigned to:
Information Compliance Manager/Data Protection Officer
Student Casework Officers
Student Conduct Officer
Principal HR Advisers 
HR Operations Manager
Searches should only be carried out where reasonably required to comply with legal obligations, or for the purposes set out in the IT Security Policy. 
Records of the searches, including the basis for the search, should be kept. Searches carried out using the Microsoft Purview eDiscovery cases or Content Search tools will automatically be recorded, but the basis for the search must be included in the description. 
Oversight
Reports on electronic data search activity shall be given to the Information Compliance Committee at regular intervals through the academic year and to the Senior Leadership Team at least annually. 
	
	
	



image1.jpg
. LONDON
S METROPOLITAN
UNIVERSITY





