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Definitions

Confidentiality	Ensures that sensitive information is accessed only by authorized individuals.

Integrity 	Ensures that the information is accurate, consistent, and unaltered during storage, transmission, or processing.

Availability: 	Ensures that information and resources are accessible to authorized users when needed.
Security incident	An event that threatens the safety of information systems, e.g. data breach, malware, phishing and more.

Multi Factor Authentication 	An extra verification method to confirm a user’s identity when logging in.

Least privileged principle 	Users get assigned the access rights they need to carry out their duties. Security controls should block all other resources.  

Introduction

[bookmark: _Toc196715884]Purpose
	
This document is the overarching policy document which provides an overview of Cyber Security and lists a set of policy statements which, taken together, constitute of the IT Cyber Security Policy of London Metropolitan University.

This policy is in place to ensure that information is appropriately secured against the adverse effects of failures in confidentiality, integrity and availability of the university systems or information assets.

The policy document demonstrates London Metropolitan University commitment to information security by assigning specific duties and functions throughout the organization and setting the tone which supports us all to safeguard our information and information systems.
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This policy applies to all: staff, students, contractors, third-party providers or anyone with access to London Metropolitan University’s information systems or data. The policy should be read alongside supporting Formal Guidance documents as referenced below. 
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· Employee Responsibilities: All employees are responsible for following this policy and reporting any suspected security breaches or violations to the Cybersecurity team.

· Management Responsibilities: Management is responsible for ensuring that all employees understand their responsibilities under this policy, providing training on the use of secure systems and procedures, and enforcing compliance with this policy.

Policy
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Access Control: Access to sensitive information shall be restricted based on job function, need-to-know, or other relevant criteria.

Authentication: All access attempts must be authenticated using strong authentication mechanisms (e.g., passwords, MFA).

Authorization: Only authorized individuals with the necessary rights and privileges may access sensitive information.

Encryption: Sensitive information shall be encrypted when transmitted over public networks or stored on devices.

Threat detection and response: A proactive approach that involves continuously monitoring digital assets to identify and respond to potential security breaches and cyber-attacks.

Training: All users of IT facilities must undertake mandatory cybersecurity training as prescribed by the University’s cybersecurity team.

Confidentiality: Users are responsible for maintaining the confidentiality of their login credentials. Sharing passwords or using another user's credentials is prohibited. 

Sensitive Data: Users must handle all data with care and in accordance with its classification. Sensitive data should not be shared or accessed without proper authorisation.
Reporting: All users have a responsibility to report any suspicious activity or breach in relation to cybersecurity, this includes inappropriate access to data and services, unusual activity and credential exposure.

Approved Services: All users must not install or access any software or services which have not been officially approved by the Univiersities IT Services team.

Service Owners: Service owners who manage IT Services directly must adhere to all IT Policies and Cybersecurity controls.
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IT Risk Management: London Metropolitan University risk management process is intended to support the delivery of the university strategy ensuring risks are identified, assessed and plans are developed to address them as an ongoing activity. All cyber security risks will be maintained within the University’s Risk Management Process. 

Data Classification: Sensitive Data shall be classified while being processed.

Handling Sensitive Information: Employees handling sensitive information must follow established procedures for storing, transmitting, processing, and retrieving such information.

Incident Reporting and Response: Cybersecurity incidents will follow the university established Cyber Incident Response Plan aimed at responding quickly and effectively to security incidents. Any suspected cyber security issues should be reported to cybersecurity@londonmet.ac.uk

Vulnerability management: The University shall follow the vulnerability management sub policy to promptly identify and prioritize vulnerabilities within the environment. 

Third party management: The University shall conduct effective IT supplier management practices which will include third party risk assessments in line with the Third-Party Management Sub Policy.

Cybersecurity Training and awareness: All members of staff should aim to meet the training requirement set out in the London Metropolitan University Cybersecurity Awareness Sub policy.

Security Monitoring: The university shall monitor its information systems and networks regularly to detect potential security breaches or violations.
Audits and Compliance Checks: Regular audits and compliance checks will be conducted to ensure that employees are following the policies and procedures outlined in this document.

Formal Guidance

IT Services apply this policy in day-to-day operation using supporting Formal Guidance documents. This document suite is not detailed within the Information Management Policy Framework due to the level of detail and the need for ongoing management.  These documents are provided on the Staff and Student Zones and can be made available to staff and students on request.

Freedom of Speech and Academic Freedom

London Metropolitan University recognises the paramount importance of Freedom of Speech and Academic Freedom. The University acknowledges their vital role in fostering a culture of vigorous and open debate within the law while being mindful of the University’s values as stated in its Strategy. While these freedoms encompass even unpopular or challenging ideas, they do not extend to violence, threats, intimidation, or discriminatory speech. We champion honest dialogue, respectful engagement with diverse viewpoints, and responsible expression within a safe and inclusive community. Our detailed Freedom of Speech Code of Practice provides further guidance on upholding these principles. In the event of a conflict between the contents of this policy and the Freedom of Speech Code of Practice, the provisions of the Freedom of Speech Code of Practice will prevail.

Breach of Policy

Infringing these regulations may result in sanctions under the University’s staff disciplinary processes or general student regulations.
Information about infringement may be passed to appropriate law enforcement agencies, and any other organisations whose regulations you have breached.
London Metropolitan University reserves the right to recover from you any costs incurred as a result of your infringement.
You must inform IT Services if you become aware of any infringement of these regulations.
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