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1.  Introduction

This AI policy sets out clear expectations, boundaries, and responsibilities around AI use, ensuring safe, ethical, and inclusive practices across learning, teaching, and administration.  

It is part of the University’s Information Management Policy Framework and this document restates these principles to ensure they are clear and adopted within the use of AI across the institution. 

2.  Accountability

All requests for new digital services must be submitted through the University's Digital Demand process to ensure alignment with London Metropolitan University's requirements and to deliver appropriate value to the institution.
All requests for changes or enhancements to existing services must follow the IT Services Change Request process.
The Director of IT Services will maintain a comprehensive IT Service Catalogue, ensuring that all instances of software utilizing AI are accurately documented.
Risks pertaining to the security of or technical use of AI will reside in the IT Services Risk Register.  Risks pertaining to data protection will live within the DPO risk register. Other risks relating to the use or effect of AI on services should be captured in departmental risk registers.
All purchases of IT software and services must include an assessment of both current and intended uses of AI. This assessment must critically consider issues related to data protection, cybersecurity, and ethical implications.

3. Policy
3.1 Data 


All use of AI at London Metropolitan University must align with University policies and standards. The use of University data in any AI system is not permitted without the completion of a Data Protection Impact Assessment (DPIA).
The University prohibits the use of copyrighted material in any AI system unless explicit permission has been obtained from the copyright holder.
All data used in the development, training, testing, and deployment of AI systems must be accurate, relevant, representative, and obtained through ethical and lawful means. The University requires that data sources be documented, and that reasonable steps be taken to assess and ensure the quality and reliability of data. Particular attention must be paid to mitigating biases, ensuring data diversity, and avoiding the inclusion of misleading, outdated, or incomplete information. Researchers and developers must regularly audit datasets for quality and appropriateness, especially when outcomes may impact individuals or groups.
The University is committed to upholding the highest standards of data privacy in all AI-related activities. All personal or sensitive data used in AI system development, deployment, or analysis must be collected, stored, processed, and shared in compliance with applicable data protection laws and institutional privacy policies. Access to such data must be restricted to authorised personnel, and appropriate technical and organizational safeguards must be in place to prevent unauthorised use, disclosure, or breaches.
Individuals whose data is used must be informed, where appropriate, and consent must be obtained when required. AI systems must be designed to minimise the collection and retention of personally identifiable information (PII) and to use anonymization, pseudonymization, or other privacy-enhancing techniques where feasible.
Regular reviews and impact assessments should be conducted to ensure ongoing compliance and to address potential privacy risks, especially in systems that handle student records, health data, biometric data, or other highly sensitive information.
3.2 Operation and Incident Management

All incidents relating to the use of AI within services, must be reported using the IT Service Management portal and managed in line with IT incident management processes.
All AI services provided should be subject to testing and should be provided in line with AI standards on best practice content production.
The University will publish a list of supported AI tools for use for University business within its Formal Guidance documents.  Only these tools are approved for the transacting university data. 

3.3 Security

All IT services using AI – whether they are new services or enhancements to existing services - must be subject to a security review to ensure any cyber security risks are understood, documented, and where possible mitigated. 
The university will deploy responsible AI based tooling to mitigate the threat from AI based cyber attack
3.4 Education and AI Capability

The University will ensure that decision influence or made by AI systems are explainable, traceable, and subject to human oversight – especially in high stakes areas like assessment, admissions, and research integrity. 

The University will enhance its staff development provision to ensure staff utilise AI and use AI services for teaching and learning improvements. 
The University will ensure appropriate use of AI in its curriculum development and to support teaching and learning.
3.5 AI for Public Good 

All use of AI for corporate, academic or research use must be subject to an ethic review ensuring that the AI models used are not prone to biases, or any other consideration that would be contradictory to the values of London Metropolitan University. 
Any AI model provided by London Metropolitan University should be delivered in a way that ensure democratised access for the group or groups using it.
All content produced using AI must be effectively reviewed and labelled to combat misinformation related to AI-generated content.

4. Staff Guidance

Several basic requirements need to be considered by all staff engaged in teaching, research, and administrative tasks:

Your Responsibilities. It is your responsibility to ensure that your use of AI is done ethically and within the policies stated above.

Your Responsibilities to Others. If you have supervisory responsibilities (either academic or managerial), you should ensure those working with you are aware of the University's guidance on the use of AI.

Academic Integrity. All work, either presented for assessment at the London Metropolitan University or representing the results of research, must comply with London Metropolitan University regulations for Academic Integrity.

Transparency. All material that is wholly or substantially generated using an AI tool should be declared clearly in the document in which it occurs, whether the document is for internal or external use.

Teaching and Learning. Staff engaged in the development or use of AI in any type of learning activity should ensure that the AI-based learning activity is ethical and conforms to London Metropolitan University regulations.

Research. Staff engaged in the development or use of AI in any type of research should ensure that the AI usage is ethical and conforms to the London Metropolitan University regulations, including where appropriate and necessary by obtaining authorisation from a research ethics committee.

Communication. The presentation of work (e.g., for conferences, publications, presentations) that has used AI should be carried out in accordance with the guidelines and regulations on the use of AI supplied by the research funder, conference organiser or publisher, as well as those of London Metropolitan University.

Values. The use of AI tools should always remain consistent with the London Metropolitan values of collaboration, compassion, inclusivity, and integrity.

5. Freedom of Speech and Academic Freedom

London Metropolitan University recognises the paramount importance of Freedom of Speech and Academic Freedom. The University acknowledges their vital role in fostering a culture of vigorous and open debate within the law while being mindful of the University’s values as stated in its Strategy. While these freedoms encompass even unpopular or challenging ideas, they do not extend to violence, threats, intimidation, or discriminatory speech. We champion honest dialogue, respectful engagement with diverse viewpoints, and responsible expression within a safe and inclusive community. Our detailed Freedom of Speech Code of Practice provides further guidance on upholding these principles. In the event of a conflict between the contents of this policy and the Freedom of Speech Code of Practice, the provisions of the Freedom of Speech Code of Practice will prevail.

6. Breach of Policy

Infringing these regulations may result in sanctions under the University’s staff disciplinary processes or general student regulations.
Information about infringement may be passed to appropriate law enforcement agencies, and any other organisations whose regulations you have breached.
London Metropolitan University reserves the right to recover from you any costs incurred as a result of your infringement.
You must inform IT Services if you become aware of any infringement of these regulations.
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