Good Work Practice Guide

STUDENT MATTERS:

Alumni

When processing personal data the alumni office must adhere to the data protection principles, and also take account of the fact that data subjects can request that their personal data are not processed for direct marketing purposes.

The alumni office should ensure that:

· Students are informed when their personal data is being collected that it will be used for alumni purposes and that the institution will wish to maintain contact with them after they finish their course of study.

· Students and alumni are able to opt out of the collection and processing of their personal data for such purposes.

· Students and alumni are able to request that where personal data is collected and processed for alumni contact purposes, the data is not subsequently used for direct marketing purposes.

· The mailing of University magazines and the solicitation of funds for charitable purposes may not constitute “direct Marketing.” However, if the University magazine contains advertising inserts, this may be considered the direct marketing of products and services for which an opt-out clause should be included.

Disclosure of Results

As personal data, examination results should not be disclosed to third parties without the data subject’s consent.  Disclosure of results should be confined to a traditional local and limited nature.  Students should be made aware of where, and how, they may expect to see their results posted; and still retain the right to object to the use of their data in such a way. *See forthcoming Academic Regulations.

Examination Scripts/Marks

Examination scripts are exempt from data subject access because they are statements from the students, not data about them.  Hence a student could not use the Act to obtain a copy of an exam script they had produced.  However, examiner’s comments on the context of scripts can be disclosed, whether recorded on the script or held separately. This applies to external as well as internal examiners, and is true even of material marked “blind” (because codes must exist somewhere that allow the identity of the student to be determined). Students have the right of access to data consisting of the marks given, and any comments on which they were based.  In addition Departments should be aware that Minutes of examination meetings could also be disclosed under the Act, where they mention individual students by name or candidate number. *See forthcoming Academic Regulations.

Records Management Programme

The Data Protection Act (1998) and Freedom of Information Act (2000) highlight the importance of an effective Records Management Programme for the retrieval of information, and this is something we are currently working on.  It is envisaged that a Retention Policy, giving guidance on how long personal data should be retained by the University, will be made available in due course.  

References

References given by the University
Confidential references given by members of the University are exempted from subject access requests where those references relate to:

· Appointment of the data subject to any office

· education, training or employment of the data subject 

· provision by the data subject of any service

Avoid telephone or verbal references. Wherever possible, provide a written reference.

The University can use discretion in refusing to release confidential references written on their behalf if requested to do so in or as part of, a subject access request.

References received by the University

Confidential references received by the University are not exempt from the right of access, but consideration must be given to the data privacy rights of the referee.  Information contained in, or relating to, a confidential reference can be withheld in response to a subject access request, if the release of this information would identify an individual referee unless:

· the identity of the referee can be protected by anonymising the information;

· the referee has given their consent, or;

· It is reasonable in all the circumstances to release the information without consent.  

In cases where a confidential reference discloses the identity of an organisation, but not an identifiable individual, as referee, disclosure will not breach data privacy rights and the subject access request should be facilitated.

The University may not refuse to disclose references received in confidence from third parties without providing reasons.

In addition People have access to references about themselves under a Subject Access Request. If you refuse, as the “holder” but not the writer then the data subject can approach the Information Commissioner’s Office who can then issue an enforcement notice It should therefore be noted that anything a referee writes MAY be shown to the data subject.

References Internal to the University

Internal references are subject to the same criteria as an external confidential reference received from a third party.  Generally speaking writers of references should ensure that statements are accurate, that facts are differentiated from opinions (which should be based on verifiable information), that the writer should only make statements that he or she is qualified to make etc.

Third party references

Where staff receive requests from 3rd parties for references in respect of students or ex-students care needs to be taken in the provision of accurate information and in ensuring that the student or ex-student has consented to the release of personal data. Staff must therefore ensure that details of any academic record are confirmed with the Department of Academic Administration, and that they have confirmation of the students consent to the release of such data. Failure to do so contravenes the Act and may lead to disciplinary action. Staff may refer requests for such information to the Records & Compliance Officer.

Research

Data collected fairly and lawfully for one piece of research can ONLY be used for other research if it has been completely ANONYMISED. It is essential that the final results of the research do not identify the individual. Researchers should be aware that the processing of any information relating to an identifiable living individual constitutes ‘personal data processing’ and is subject to the provisions of the Data Protection Act (1998).  The Data Protection Act allows for this situation by granting an exemption from the fifth data protection principle. The exemption allows personal research data to be retained indefinitely, but only as long as

· the data is not processed to support measures or decisions taken at some future time with respect to particular individuals, and

· The data is not processed in such a way that substantial damage or distress is, or is likely to be, caused to any data Subject. 

This exemption is only applicable to research, and cannot be used to provide information about a particular individual. Personal data used for research purposes are exempt from the subject access provisions, of the Data Protection Act (1998), provided that the individual is not identifiable from the results.

Returning Student Coursework

Procedures should be put in place for students collecting completed coursework. Students should not have access to other student’s coursework. Staff should ask for the student id and return their coursework to them individually. By adapting this practice it ensures that students personal information is kept confidential and no unnecessary distress is caused to the individual by exposure to personal information i.e. Date of birth or coursework result. 

Third Party Processors

If the University employs another party to deal with information about individuals, for example to prepare the University’s payroll, conduct a questionnaire or print labels, the University must have a written contract in place with the other party.  The contract must stipulate that the third party may act only on the University’s instructions, and must provide for appropriate security measures to prevent unauthorised disclosure. The external organisation should be registered with the Information Commissioner in relation to Data Protection.

Academic Research - Questionnaires/Surveys

Staff undertaking academic research or projects who wish to distribute

Questionnaires or ask staff to partake in Questionnaires or surveys

should be aware that use of University held personnel records for such

purposes contravenes Principle Two of the Data Protection Act. Such use

of data is not covered by the University's data processing Registration

with the Information Commissioner.

Alternative means of distribution should be used, such as leaving the

questionnaires in key areas.
IT MATTERS:

Forwarding and replying to e-mails
Staff and students should consider whether or not those listed on a cc list, are aware that their e-mail address will be disclosed to the party you are corresponding with. In particular where e-mails are being forwarded outside the University it is advisable to ensure that those individuals listed in the cc list consent to their data to be used in this way.

External group emails

Recently, there has been a number of instances where the Data Protection Act has been unwittingly breached by staff members engaged in external communication. In particular, group emails have been sent out in such a way as to reveal the (email) addresses of all recipients to each and every member of the group. Such a revelation constitutes a clear breach of the Act. 

Staff are reminded, therefore, to ensure that the ‘bcc’ (blind carbon copy) facility is used when sending-out group emails to enquirers and prospective/current/former students.

Photographs, Videos and closed-circuit Television

Images of identifiable individuals constitute personal data in terms of the Act. Photographs should not be displayed in departments, used in teaching material, promotional material, prospectuses, etc., displayed on web sites, or in any other way made public without the permission of the individual (s) concerned. The same restrictions apply to video images (or audio recordings) used, in example in teaching or promotion.  The University employs CCTV as part of its security systems. This will be administered within the Code of Practice on the use of CCTV issued by the Office of Data Protection.

Web Pages Used To Collect Personal Data

Where the University uses web pages to collect personal data, it should ensure that at the point of collection (i.e. on the relevant web page) the following information is provided to the data subject:

· The purpose for which the data is collected

· Those to whom the data is likely to be disclosed

· An indication of the period for which the data will be kept (e.g. “while we process your application”, “for the duration of your studies” etc,)

· Any additional information that may be required to ensure that the processing is ‘fair’.

· The ability to opt out of any parts of the collection of, or use of the data that are not directly relevant to the intended transaction. (E.g. where an individual provides their name and address to an institution in order to obtain a prospectus.  If the institution runs a follow up scheme designed to discover why candidates did not come to that institution, and the individual should be notified of that scheme and be able to opt out of it).

Should the University wish to subsequently use personal data for purposes not disclosed to the data subject at the time of collection, then further consent must be obtained from the individual concerned.

World Wide Web 

Personal data, when released on the World Wide Web, by definition goes beyond the European Economic Area (E.E.A), including countries that do not have data privacy regimes considered adequate by the EU Commission. 

The University may include non-sensitive staff data, specifically contact names, University telephone numbers and email addresses on Institutional Internet and Intranet WebPages, such display facilitates the normal organisational functioning and management of the Institution. 

In the event that any member of staff has a reason for such contact details not to be made publicly available s/he should contact their Line Manager in the first instance. The University will not use any further personal data on the Institutional Internet or Intranet WebPages without the explicit consent of the subject.

